Desert Research Institute

Contract No. N61339-04-C-0072


TECHNOLOGY CONTROL PLAN 

for

Laboratory for Advanced Environmental Modeling and Visualization

(DOD Army RDECOM Contract Number N61339-04-C-072)

A.
Scope and Responsibility:

This Technology Control Plan (TCP) pertains to activities of the Desert Research Institute (DRI) that support the U.S. Department of Defense (DoD), its components, branches, and agencies, with advanced simulation and training technologies.  Advanced simulation and training technologies (ASTT) are interactive, three-dimensional visualization technologies that are designed for or used to simulate military operations and/or to train military personnel.

Because advanced simulation and training technologies often utilize equipment and software that are exempt from export control by virtue of being in the public domain, and because DRI utilizes such non-controlled equipment and software to support civilian agencies and non-government clients and to conduct fundamental research, which is also exempt from export control, it is important to distinguish those technologies which are subject to export control from those which are not.

At the present time, all equipment, computer networks, and third-party software utilized by DRI in support of ASTT activities are in the public domain.  As per 22 CFR 120.10(a)(5), this equipment and software are not subject to export control per se.  They do become subject to control under this plan whenever they are being used in combination with controlled software as identified below.

Software that is developed by DRI for defense applications of ASTT is subject to control under this plan, as is any ASTT software provided to DRI that is developed by DoD or any export controlled software that is provided to DRI by third party vendors.  Such software may simulate military equipment, operations, tactics, or doctrine.  It may depict real or virtual geographic locations of military interest.

Software that embodies fundamental research in atmospheric, hydrologic, earth, and ecological sciences or other sciences is exempt from control under this plan as per 22 CFR 120.11(a)(8).  This category is characterized by data, information, or knowledge that is intended for publication in scientific and engineering journals or presentation at scientific conferences, where publication is not restricted by the governing contract or grant.  Software that embodies fundamental research in visualization science that is not specific to military operations or their simulation or training is also exempt from control under this plan.  Generally, this research will involve phenomena and activities that do not depict military equipment, operations, tactics, or doctrine.  The depiction of geographic locations and environments will be either generic or unrelated to military activities and interests.

If at any time DRI procures or otherwise utilizes DoD or third-party equipment or networks that are subject to export control, then access to and handling of such equipment and networks will immediately be subject to control under this plan.

All subject activities will be conducted under the auspices of DRI’s Center for Advanced Visualization, Computing and Modeling (CAVCaM).  The Technical Director of CAVCaM will be responsible for the identification of any and all technologies subject to control under this plan.  The Technical Director will be responsible for ensuring that no information that has been identified as export controlled will be released to any person who is not a citizen or permanent resident of the United States or who is not currently licensed by the U.S. Department of State to receive that information.   

B.
Protection of Export Controlled Information: 

This paragraph pertains to protection of any Export Controlled Information (ECI) as generally defined in “Guidelines for the Protective Security of Export Controlled Technical Information, Data, Materials, and Equipment” (see Attachment A).  Within the context of this project and control plan, ECI is more specifically defined as information in any form regarding the modeling of military equipment, operations, tactics, or doctrine.  Examples include software that is developed or obtained by DRI for defense applications of ASTT.  It includes any manuals, publications, data, or information in any other format that provides content for such software or that describes equipment or networks that are export controlled.

1.
Eligibility for Access to ECI – Only those persons who are U.S. citizens or permanent residents or who are appropriately licensed under ITAR and who have a legitimate need for access to project ECI will be authorized for access.  These persons will include DRI staff and Department of Defense representatives and may also include elected and certain appointed government officials and their staff and project consultants.  The CAVCaM Technical Director will be responsible for determining who can and should be given access to project ECI.  The Technical Director will maintain an up-to-date electronic list of these individuals on the project website as well as a hardcopy list that will be posted immediately inside the door of the CAVCaM facility.   

2.
Access to ECI by Authorized DRI Staff


Citizenship or residency status of staff will be determined from official employment records maintained by DRI’s Human Resources Office.  DRI’s Sponsored Research Office will assist the Technical Director in obtaining ITAR licenses for any foreign nationals slated to work with ECI in the CAVCaM facility.  Additionally, all staff will receive training in protection of ECI and will sign a non-disclosure agreement (see Attachment C) before being given access to ECI.  


Individuals who will be authorized for access to ECI will include:     


a.
Project Management



The CAVCaM Technical Director and the Systems Administrator comprise project management.  The Technical Director is responsible for the identification of any and all technologies subject to control under this TCP.  The Technical Director is responsible for ensuring that no information that has been identified as export controlled will be released to any person who is not a citizen or permanent resident of the United States or who is not currently licensed by the U.S. Department of State to receive that information.  Further, the Technical Director will ensure that all individuals receive training and sign a non-disclosure agreement before being given access to project ECI.  The Technical Director and the Systems Administrator will have full access to the ECI related CAVCaM system, including all software, data, and documentation.  The Systems Administrator will be responsible for assigning device and software permissions for other staff who have been authorized for access by the Technical Director.  Only the Technical Director and the Systems Administrator are authorized to fully back up the system and applications software used in ECI activities.    



b.
Application Programmers



Programmers assigned to ECI related activities will have password protected accounts on the ECI related computer system.  They will have access to the software, data, and documentation files with the ability to edit and compile the software files while they are logged onto the system, but will not have the ability to backup, print, or otherwise make a copy of the files that can be removed from the system.

c.
System Users



System users working on ECI related activities will have password protected accounts on the ECI related computer system.  They will have access to the compiled applications as well as data files necessary to run the software, and any user documentation explaining how to use the software.  They will not have the ability to backup, print, or otherwise make a copy of the files that can be removed from the system.


d.
Other DRI Staff



It is anticipated that, from time to time, other DRI personnel may require some level of physical access to ECI for facilities management, information technology support and troubleshooting, or simply demonstration of the technology.  Therefore, the Technical Director will also maintain a limited list of Facilities, IT, and executive staff who are authorized for physical access to ECI.  These individuals will not, however, be given accounts to access software and products that will be developed under this project.  Like project staff, these individuals must meet the meet citizenship/residency/licensing requirements of the ITAR and must receive training and sign a non-disclosure agreement before being given access to the ECI.  
3.
Access to ECI by Authorized Non-DRI Personnel


On occasion, it may be necessary to provide access to export-controlled project software, products, and simulations to individuals who are not employees of DRI.  At these times, the following procedures will be observed:


a.
The Department of Defense will be requested to provide a point of contact and a list of visitors at least forty-eight (48) hours prior to any visit and to certify that these individuals are duly authorized under ITAR to have access to the technology and information.  


b.
A similar procedure will be followed for special visitors such as U.S. Senators and Representatives, state legislators, and other elected or high-level appointed government officials and their staff.  Such visitors must show proof of U.S. citizenship or permanent residency and must sign a Visitor’s Non-Disclosure Agreement (see Attachment D).  


c.
Project consultants will be required to show proof of citizenship, permanent residency, or appropriate licensing under ITAR, complete the same training as staff, and sign a non-disclosure agreement before being given access to project ECI.  

d.
Visitors to the facility and project consultants will be given temporary identification badges to signify authorized access while they are on the DRI campus.

4.
CAVCaM Facility Access Controls for DRI Personnel


The CAVCaM facility will be locked when not in use.  Only those staff persons authorized by the Technical Director, as described in Paragraphs 2 and 3 above, will have unique keys to the facility.  During the times that ASTT software is being developed, tested, or demonstrated or other ECI, such as technical manuals and other documentation, are in use, the door to the facility will remain locked.  A placard indicating “Restricted Access – Authorized Employees Only” will be placed on the exterior of the door by the individual using the controlled technology or information.  (Conversely, when ASTT software and other ECI are not in use, the placard will read “Open Session,” although the door will still remain locked.)


The Technical Director will maintain a delegation chart so that a particular employee is identified to serve as the “facility sentinel” during the time that ASTT software or other ECI is in use.  This individual will be responsible for ensuring that unauthorized individuals do not enter the facility while the ASTT software or other ECI is in use.  If the facility door opens, the facility sentinel will immediately determine if the person entering is authorized to have access to ECI.  This may be accomplished by visual recognition.  If the facility sentinel does not recognize the individual, then photo identification will be requested.  A DRI photo-identification badge will be acceptable; alternatively, the individual may present a driver’s license or other government issued photo identification card.  The facility sentinel will consult the list of individuals authorized for access and either admit the person or deny access.  Facility sentinels will receive specific training regarding this role.  As a back-up procedure, all authorized users will be trained to immediately blank their computer screen and close or otherwise shield from view any hardcopy ECI in use if they do not visually recognize an entrant who is unescorted.   

5.
CAVCaM Facility Access Controls for Non-DRI Personnel


Persons who are not DRI employees but who have been authorized for access to project ECI must be escorted into the facility by the CAVCaM Technical Director or his/her designee.  A log of visitors, including DOD personnel, government officials, and project consultants, will be maintained.  Included will be the visitor’s name, affiliation, date, and time of entry to and exit from the CAVCaM facility.

6.
Physical Protection of ECI


a.
All ASTT software will be stored on computers isolated from the general DRI network and Internet, and no copies of the software will leave the CAVCaM facility, with the exception of copies made for purposes of back-up and delivery to project sponsors. 


b.
No centrally initiated back-ups will be made of ASTT software, nor will ASTT software be stored on networked disks, servers, or back-up tapes.  Only the CAVCaM Technical Director and the Systems Administrator will have authority to back up the ASTT system.  To ensure against loss of data and project results, the system will be backed up to DVD and/or removable hard drive at least once a month and more frequently during periods of rapid ASTT software development.  The back-up device(s) will be immediately taken to DRI’s secure tape storage room and locked in a dedicated fire-proof cabinet.  Only the CAVCaM Technical Director, the Systems Administrator, and DRI’s Information Security Officer will have keys to the storage cabinet.  


c.
Only authorized users will have password access to computers housing ASTT software and to the software itself.  User accounts and passwords will be created and housed directly on the local machine in the operating system.  Each user will have an individual account with a unique password.  Passwords will be a minimum of eight characters in length, with a mixture of alpha (upper and lower case), numeric and special characters.  Password aging will be in effect and all passwords, including system passwords, will be changed every six (6) months or sooner if necessitated by an event.  There will be no sharing of passwords among users or projects.  Shared projects will rely on the operating system project "groups" or some other similar system.  All system operators/administrators must login as themselves first and then switch user to the super user as needed.  Password checking, user logging, port controls, and other protective functions may be incorporated if need arises and if the technology is appropriate.   

d.
ECI resources in portable form, such as CDs, DVDs, and removable hard drives, will be labeled clearly and permanently as “Export Controlled Information.”  During use, they will remain under the personal control of authorized users.  When not in use, portable media and devices containing ECI will be stored in locked cabinets within the CAVCaM facility.  Only authorized personnel will have keys to the cabinets.  


e.
Any non-electronic ECI, such as hard copy data output, user manuals, system documentation, etc., will be clearly and permanently marked in large type as “Export Controlled Information.”  Such documents will remain under the personal control of authorized users when in use and will be stored in locked cabinets within the CAVCaM facility when not in use.  Only authorized personnel will have keys to the cabinets.


7.
Protection of ECI in Verbal and Electronic Communications



All DRI staff authorized to access project ECI will participate in a security training program.  Verbal and electronic communications will be topics of that training.  Project personnel will be instructed to not disclose any ECI in email communications to anyone, including other authorized users because of the risk of interception.  Project personnel will likewise be cautioned to not discuss ECI in the presence of unauthorized personnel.  

C.
Visits by the General Public to DRI Visualization Facilities

No export controlled ASTT software or other ECI shall be present or demonstrated during any tours or visits to DRI visualization facilities that are open to the general public.  Public access to the non-export controlled general science applications will be permitted during planned events such as DRI open houses, science days for school children, demonstrations for potential donors to DRI’s foundation, and the like.   

Attachment A

Guidelines for the Protective Security of 

Export Controlled Technical Information, Data, Materials and Equipment

This plan formalizes security measures employed in a broad range of administrative activities and functions relative to the potential access, production, and handling of Export Controlled Information (ECI).  It implements guidelines similar to those found in the National Industrial Security Program (NISPOM/DOD 5220.22) guidelines for the protection of materials and information subject to export control regulations and assigns responsibilities to protect resources from loss or compromise.  All project staff will be required to review the Technology Control Plan, participate in training, and certify concurrence (see Attachment B) with the stated provisions.   

Specifically, technical information, data, materials, software, and hardware, (i.e., technology generated and designated as Export Controlled Information) will receive managed control and oversight to prevent access or observation by unauthorized personnel.  The security control process includes the following measures:

Facility Access:  The DRI Northern Nevada Science Center, which houses the project operational area, is a State of Nevada owned and operated facility.  It is open to limited public access utilizing visitor control procedures.  By policy, all visitors must sign-in and must be accompanied by a DRI employee serving as a host/escort during the visit.  

When Export Controlled Information is present or in use in the CAVCaM facility, access to the area will be restricted to authorized project staff and authorized visitors under escort.  A list of persons authorized for access to the project area will be maintained by the CAVCaM Technical Director. 

Project Personnel:  To assure that Export Controlled Information acquired in the course of project activities is handled properly, project personnel will be required to review the Technology Control Plan, participate in training, and sign a Non-Disclosure Agreement (see Attachment C) before access to ECI is granted.  This agreement provides notice of the type of information that requires protection and the penalties for improperly disclosing such information.  All employees will be issued DRI identification cards.  Project-specific security badges will not be required due to the close proximity of operations and the limited number of employees assigned to the work.  Access and identification will be accomplished in most cases through visual recognition, although photo-identification checks may be required for new or unfamiliar staff.  U.S. citizens and permanent residents assigned to this project will receive a federal agency counterintelligence briefing in conjunction with this assignment.

Foreign National Employees:  Foreign national employees may be assigned to contribute to tasks and projects that do not require access to ECI.  Some foreign national employees may be granted access to ECI by the U.S. Department of State through the issuance of export licenses.  All licensed foreign national employees who have access to ECI are under the same non-disclosure restrictions as described above and are subject to a counterintelligence indices check.  The responsibility for oversight of security measures relative to the project and to the presence of foreign nationals is delegated to the project’s technical director.  

Annual Facility Review:  DRI’s Facility Security Officer will conduct an annual security review to ensure that all project safeguards are functional and no new vulnerabilities are apparent.  DRI’s Information Security Officer may also perform periodic reviews to ensure compliance with the Technology Control Plan.

Laboratory Work in Progress:  Project data and materials will be physically shielded from casual observation by unauthorized individuals.

Marking of Export Controlled Information:  ECI data and materials will be clearly identified and marked as “Export Controlled Information.” 

Work Products:  Software, media, hardcopy data, lab notebooks, reports, and research materials that are considered ECI will be stored in locked cabinets located in the CAVCaM facility.  The CAVCaM facility will have key-controlled access with the door lock uniquely keyed to permit controlled access.

Equipment/Technical Manuals:  Operations or maintenance manuals and associated schematic diagrams that are considered ECI will be physically secured from unauthorized access in locked cabinets located in the CAVCaM facility.    

Electronic Communications and Databases:  Computer, software, and database access will be password protected and restricted to use by authorized project personnel only.  Data encryption for security purposes is not mandated, as no classified information will be processed on this equipment.  The content of e-mail messages related to this project will be limited to non-ECI subjects. 

Meetings/Discussions:  Meetings and/or discussions of subject material protected by this plan are not permitted in the presence of unauthorized personnel.

Publications/Presentations:  Project participants are cautioned that publication or public disclosure, by any means, of technical information, data, or software generated under a grant or contract in which export controls are applicable may require prior approval by cognizant federal authorities.

Violations/Penalties:  Federal regulations covering use of Export Controlled Information that are applicable to this project are the International Traffic in Arms Regulations (ITAR).  ITAR is under the jurisdiction of the U.S. Department of State.  The penalty for unlawful export of items or information controlled under ITAR is up to two years imprisonment, or a fine of $100,000, or both  (22 United States Code 2778). 

Reporting:  Any suspected or actual improper disclosure of ECI will be reported to the President of DRI or his designated representative.  The President may delegate legal consultations, the conduct of preliminary inquiries, and reporting to federal authorities to an appropriate administrative official on a case-by-case basis.  Project operations will be temporarily suspended during the inquiry, and only those individuals who are conducting the inquiry will be permitted to access the system or operational area until the inquiry is complete.

Terms and Definitions

Access:  The ability to physically enter or pass through a controlled area or a facility; or having the physical ability or authority to obtain Export Controlled Information, materials, or resources; or the ability to obtain Export Controlled Information by technical means including the ability to read or write information or data electronically stored or processed in a digital format such as on a computer, modem, the Internet, or a local or wide area network (LAN or WAN).  

Export Controlled Information (ECI):  Export Controlled Information is any information or material that cannot be released to foreign nationals or representatives of a foreign entity without first obtaining approval or license from the U.S. Department of State for items controlled by the International Traffic in Arms Regulations (ITAR), or the U.S. Department of Commerce for items controlled by the Export Administration Regulations (EAR).  ECI that has specific military application falls under State Department regulations while ECI with a potential dual-use (civilian and military) falls under jurisdiction of the Department of Commerce.  Export Controlled Information does not include information in the public domain; basic marketing information on function or purpose; general system descriptions; or information concerning general scientific, mathematical, or engineering principles commonly taught in schools, colleges, and universities.      
Foreign National:  Any person who is not a citizen of the United States or a permanent resident as defined by the U.S. Immigration and Naturalization Service (INS). 

Resources:  Equipment, information databases, including hardware, software and manual records pertaining to equipment or project research, development, testing and evaluation that are determined to be ECI.

Attachment B

TECHNOLOGY CONTROL PLAN BRIEFING

Purpose:
This agreement is used to document employee/consultant understanding of the Technology Control Plan established for Export Controlled Information utilized in this project.

Project Title:
Laboratory for Advanced Environmental Modeling and Visualization





DOD Army RDECOM Contract Number N61339-04-C-072

Security Classification:
None
Export Controlled Information:
Technical data and defense services related to military application of visualization technology

Agreement:  

I have read, understand, and acknowledge the provisions of the Technology Control Plan (TCP), dated _____________, for this project and hereby agree to comply with the security requirements outlined in the plan.  I have been advised that any future questions with regard the terms of the TCP should be addressed to the CAVCaM Technical Director. 

Printed Name: ______________________________

Signature: __________________________________

Date: _______________

Witness (CAVCaM Technical Director):

Printed Name: ______________________________

Signature: __________________________________

Date: _______________

Attachment C

EMPLOYEE’S/CONSULTANT’S NON-DISCLOSURE AGREEMENT

Purpose:
This agreement is used to document the understanding of the restrictions applied to the disclosure of Export Controlled Information by employees of, and consultants to, DRI who are provided access to such information.

Project Title:
Laboratory for Advanced Environmental Modeling and Visualization





DOD Army RDECOM Contract Number N61339-04-C-072

Security Classification:
None
Export Controlled Information:
Technical data and defense services related to military application of visualization technology

Agreement:  

I certify that I am a citizen or a legal permanent resident of the United States or that I have been licensed by the U.S. Department of State to receive access to Export Controlled Information (ECI) related to this project.  I acknowledge and understand that any technical data related to this project that is determined to be Export Controlled Information is subject to disclosure restrictions under the International Traffic in Arms Regulations (ITAR).  I hereby certify that I will maintain the confidentiality of such data and that it will not be further disclosed or export transferred, in any manner, to any foreign national or any foreign country without written authorization by an appropriately designated officer of the U.S. Department of State.  I have read the Technology Control Plan for this project, and I am aware of the penalties for violation of applicable export control regulations.

Printed Name: ______________________________

Signature: _________________________________

Date: _______________

Witness (CAVCaM Technical Director):

Printed Name: ______________________________

Signature: __________________________________

Date: _______________

Attachment D

VISITOR’S NON-DISCLOSURE AGREEMENT

Purpose:
This agreement is used to document the understanding of the restrictions applied to the disclosure of Export Controlled Information by visitors to DRI who are provided access to such information.

Project Title:
Laboratory for Advanced Environmental Modeling and Visualization





DOD Army RDECOM Contract Number N61339-04-C-072

Security Classification:
None
Export Controlled Information:
Technical data and defense services related to military application of visualization technology

Agreement:  

I certify that I am a citizen or a legal permanent resident of the United States or that I have been licensed by the U.S. Department of State to receive access to Export Controlled Information (ECI) related to this project.  I acknowledge and understand that any technical data related to this project that is determined to be ECI is subject to disclosure restrictions under the International Traffic in Arms Regulations (ITAR).  I hereby certify that I will maintain the confidentiality of such data and that it will not be further disclosed or export transferred, in any manner, to any foreign national or any foreign country.  

Printed Name: ______________________________

Signature: _________________________________

Date: _______________

Witness (CAVCaM Technical Director or Authorized Designee):

Printed Name: ______________________________

Signature: __________________________________

Date: _______________

_____________________________________________________________________________________________

February 13, 2006
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