CONFIDENTIALITY AND COMPUTER SECURITY AGREEMENT
As an employee and/or Healthcare Practitioner of the XYZ Health System, I will have access to confidential information in the course of performing my job responsibilities.  I acknowledge that I am to maintain all patient, physician, and employee information, and passwords, security codes and all computer and electronically acquired information in a confidential manner.  This maintains my compliance with the Health Insurance Portability and Accountability Act (HIPAA) passed into law on August 21, 1996.

Patient and/or Health System information may not be revealed to anyone without proper written and signed authorization of the patient or guardian or as otherwise allowed by law.  I understand that I am never to disclose, discuss or review, for personal purposes, any information from a patient’s medical record or information relating to the care and treatment of any patient within the Health System.

The security codes issued by Information Systems (IS) are unique and known only to me, the IS security officer, and appropriate administrative personnel.  To maintain the security of the XYZHS network, I understand that I am the only person authorized to use my security codes, as they will identify me on all of the XYZHS networks and systems.

I further understand that it is a breach of trust for me to divulge my computer security code to another, to use another employee’s security code, or to use my security code for a purpose not required to perform my job.  I realize there are legal implications in using a security code that is not my own, and that it is my responsibility to request a new security code if I believe another employee has knowledge of my code.

I understand I am responsible for the confidentiality of all XYZHS patient/employee/financial data that I access or obtain through a XYZHS computer, and will properly file, distribute, destroy and/or delete such information when the information is no longer required.

Electronic mail and Internet usage are governed by the same confidentiality rules as for computer access, and are to be utilized for business purposes only.  I am responsible for the ethical use of the systems’ capabilities, and will utilize the system appropriately to improve productivity and communication.  The use of electronic mail to communicate vulgar, offensive, or inappropriate messages, including racial or sexual slurs is not permitted under any circumstances and will subject the sender to disciplinary action.

I understand that any violation of any security and confidentiality procedures for the Health System will result in disciplinary action, up to and including termination of my employment or Healthcare Practitioner privileges with XYZHS.
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